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Modification History

Date Firmware | Release Notes

2019/03/07 | V2.6.0.5 Request login password for web access as default.
Resolve email crash and abnormal reboot issue.
Fix minor bugs.

2019/10/21 | vV2.8.0.2 Remove telnet function for security

Change SNMP v3 as default SNMP setting for security
Update SSL file

HTTP is disable as default for security, HTTPS is
always enable.

Modify NMC password when the first login

If the password is input error over 5 times, NMC will
be locked for 10 minutes

Log the login information in system log
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1.  Prepare UPS, NMC card, a computer

Please Note : If there is NMC running and user has known the IP address of NMC, user can skip first part and
second part to go third part

1.1. Insert NMC card into the UPS slot correctly, and make sure the card is connected
to the slot tightly.

1.2.  There is a communication cable provided from package, please link the card and
computer via the cable. Insert the RJ45 port into the “SETTING” port of the card
and connect DB9 port to the RS232 port of computer.

Please refer to the following picture.
1.3.  Connect NMC to network via “NETWORK” port
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2.1.

2.2.
2.2.1.

View or Configure NMC via serial port
There are two methods to view NMC IP address using NMC Upgrade Tool or
Putty Tool.

NMC Upgrade Tool

a2 NMC Upgrade Uility v1.02

Device List

P Address Mac Address Version Account Password Information
3 17218.139.78 00:20:35:F700:11 1804 oot password
O] |[17218139.73 00:20:85:F7:70:71 1101 oot passwal rd

ERE3EEE] 0020:85F71296  |s803 oot password

[C] Select Al

[ Dscover | [ Upgmde | [ Remove | [ Refesh | [ Qe |

Image Information

File Path

NMC Upgrade Tool can find the IP address automatically. Click the Discover
button will pop up the search dialog. Enter IP range and click Search

Putty Tool

Check the Serial line number in the Device Manager (ex. COM1). Select
“Serial” (1) node on the left tree and configure the parameter (2) of the serial
port to 9600 bps, 8 bits, None parity, 1 stop bit and None flow control. Click
“Open” button to open the putty se& communication window.

ER PuTTY Configuration
p- il —

Cotomny: B |

= Sesson Basic options for your PuTTY session

Lo Loggng Specify the destination you wart to connect to

T '(“' Seialine. Speed
S CoM1 9600

1

Features Connection type:

= Window * Raw 'Iars'mug;r"gsu
m‘“m““ Load, save or delete a stored session
Translation Saved Sessons
Selection
Colours -

: Defaut Settings Joad |
Data r—
Proxy —_—
Telnet Delete

p  fllgn .

o wrn
Aways Never @ Only on clean ext
[ o | [ open ][ Cowa |
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2.2.2. Press the “Enter” key from keyboard, and wait for the card information shown,
when you see the information shown as the following picture 2.2.2-1, please input
the default password “password” and the Network Management Card configuration
menu will be shown on the screen as the following picture 2.2.3-1.

+ +

| Network Management Card Configure Menu |

Password: xexxsxxs

2.2.2-1

2.2.3. Input “1” to enter the IP configuration menu to view or configure the IP address.
For example, you can see the IP Address as the following picture 2.2.3-2.

| Network Management Card Configure Menu |

IP Configurations

Pass Through

Reset Configuration to default
Restart

Password

Exit

SO R O D =

Please Enter Your Choice —»
2.2.3-1

| IP Configure Menu |

MAC Address : 00:20:85:F7:10:18

1. IP address : 172.18,127,122

2. Subnet mask : 255.255.255.08

3. Gateway : 172.18.127 .1

& . DHCP Enabled

3. Primary DNS address : ::FFFF:172.18.121.17
6. Secondary DNS address: ::FFFF:151.118.232.21
7. IPv6 Configure

0. Return to previous menu

Please Enter Your Choice :

2.2.3-2
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3. Upload firmware via web browser
The upgrade process will take you several minutes, please waiting with your
patience.
There are two files to be updated, rom.bin and image.bin.
Please upload rom.bin first, after upload it successfully, and then upload image.bin.
3.1.  Open the web browser, and input the IP address, such as 172.18.127.122, in the
Address text box, Web page will be shown as the following picture 3.1-1.

3 Network Managem, d - Microsoft Internet Explorer

e Edt Yew Fares oot ¥
Qe - @[] [B] @ Psewn oo @3- 15 a9 s
acddross [d6) beep 17z 18027, 1221 v B g0 ks *
UPS Monitoring » UPS Status holn
Load(%) o
UPS Balteiy Test Schediile Voltage LIRS
SNMP TRAP Rocolvers Fraguency 49.9 Hz
UPS Configui ation Current 03A

Status Battery Normal
100

arav
ans0c

0s
Backup Time 207005

System Log

v

5 Local renet

3.1-1

3.2.  Click Settings>Firmware Upload menu on the left window, and there will be a
dialog pop-up to require you input user name and password. Please refer to the
foIIowmg picture 3.2-1. Please input user name: root, password: password

3 Hatwork Managament Card - Microsaft Internet Dxplorer

Qe - @ - 1 B €0 Pseach Ppracne €@ (2 1 W Jid 0 3

Audivess [ @) eep 172 1827 122 ol P

NETWORK MANAGEMENT CARD FOR UPE

UPS Monitering . UPS Status.
UPS Status
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3.3.

Select the rom.bin file that ready for upgrade by clicking the 'Browse' button.
Please refer to the following picture 3.3-1, and press 'Upload’ button to start the
firmware upgrade. Please refer to the following picture 3.3-2.

In the process for updating the rom.bin, you can view the information shown on
Putty to make sure the rom.bin upload OK and the card reset OK. If upload
successfully, the information will be shown as 3.3-3.

Ik Network Management Card - Microsofl Intecnet Lxplorer

Qo - @ [8] B € Presn Frroon @ (2- 5 @ ‘o3

ks | @] et 72.18.127 122 | BYso uris ™

NETWORK MANAGEMENT CARD FOR UPS

Settings . Firmware Upload nolp

P Stais

Uploa & new Smmaars or ROM Imags Into flash

Selectimage File: | J[Browsa ]
UPS Battery Test
UPS Battery Test Schedule
S TRAP Rmcctoere Lockine [ HME Fammarn 0015 -] @

3 [ oo b
(LD #fjuac Frmunare tprade 50, doc
e

sRecan B

File Managemant

UPS Lag
Evord Log
‘System Loy

< > Mbictuni i pane: o = [ ]
a Fissoiype  [aFier 1 =] Carcel & Lo vt

3 Notwork Hanagsment Card - Microsaft Iternot Explorer

Fe ESt vew Fovomss Todk teb
Qus* @ W B EG P dprenm @ 2-5 @ J O 3
hikbess | @) gl 72 16,127,122 D e

NETWORK MANAGEMENT CARD FOR UPS

Settings . Firmware Upload neip
UPS Status
Ps Miarm
UPS Paramotors
UPS Powered Dewices
UPS dentification
Selactimage File:  [R0AC Frmarsi 0 SVAE Femwere .01 Svom b Browes
S Battery Test
UPS Battery Tost Schodule

UBload & new Tmweare of ROM imags into iazh.

SHUP TRAP Receivers =
UPS Configuration

UPS Comiol
UPS Stustdown
Shistdown Scheduke

HIC System
Raboot System
Date and Tne
Exmail Hotic ation
Firmwat e Upload
File Management

UPS Log
Event Log
‘System Log

< »

21 S Local itranat
BRI T R
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3.4.

NMC Version 0.0.1.0

i Network Management Card Configure Menu i

Password:Download complete, writing to flash...
Firmware updated, quit the session to restart.
Resetting the system in 2 seconds...

hootloader version is 0.8.0.1

Got AUTO-CONMFIGURED TPuw6 address FEBQ::220:85FF:FEF7:10818 on interface ethf:3
Got DHCP IPvwé address 172.18.127.122 on interface ethd
Network TP configured.

FIP server started.

Using existing K.509 certificate.

HTTPS/HTTP server started.

SHMP start success

NMC Version 6.0.1.0

1 Network Management Card Configure Menu i

Password: _

£

9500 3-F-1 SCROL Ci nm

3.3-3

ERE 0:01:5¢ BaMEI

After the rom.bin file is upgraded successfully. Refresh the web browser to make
sure the card communication OK. Repeat the 3.2 of the third part and select the
image.bin file that ready for upgrade by clicking the 'Browse' button. Please refer
to the following picture 3.4-1, and press 'Upload' button to start the firmware
upgrade.

In the process for updating the image.bin, you can view the information shown on
Putty to make sure the image.bin upload OK and the card reset OK. If upload
successfully, the information will be shown as 3.4-2

Network Management Card - Micrasoft Intern

&

2 5 E
Q- O - 1 @ € Prrs Frroes @3- B He s
ddvess ) hipif§172.18.127.122) “Be ks *
NETWORK MANAGEMENT CARD FOR UPS
TR | s+vino: - Firmware Uplosd e
UPS Status
s tlarm
P Paameters
UPS Puwared Dendcas Upload & new irmware or ROM image inko flash
VP iemcanion
Seietimage e | |
UPS Battery Tost
UPS Bamaty Tt Sciwaute
SP TRAP Receners
o [Eed ] Lok v [5 NMC Frmmere_ 001 5 7 - B
ups Comtol 3
UPS Shusdown B 50P.de
G g Nyt g
NHIC Systern [ﬁ
Relbost Systom Daikios
Dates and Tine
Fanad Hotfication 7]
P s Ut L
il Managsmsnt )
EventLog
System Loy
My Nebwoik.  File name: mage bin i Open
< > s = | =
a Flesciios  [AlFeal] = Corcel - [P
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FTP server started a
Using existing X. 509 certificate.

HTTPS/HTTP server started.

SNMP start success

NMC Version 0.0.1.

| Network Management Card Configure Menu |

Password:Checksum passed, writing to flash. m

Resetting the system in 2 seconds.
Flr-ware updated qult the session to restart.
bootloader s 0.
Got AUTO-! CONFIGURED IPv6 address FE80::220:85FF:FEF7:1018 on interface eth0:3
Got DHCP IPv4 address 172.18.127.122 on interface eth®
Network IP configured.
FTP server started.
Using existing X.509 certificate.
HTTPS/HTTP server started.
NMP start success
NMC Version 0.0.1.5

| Network Management Card Configure Menu |

Password:
38 0:07:4¢ HEHEE 9600 8-N-1 N

3.4-2

After rom.bin and image.bin update successfully, you can confirm the firmware
version in “UPS ldentification” page. Please refer to the following picture 3.5-1.
Note: if you can’t refresh the IE successfully, please close IE and reopen, input the
correct IP address of NMC card to view UPS status.

3 Network Management Card - Mici net Explorer

e B9 pew ravemes Iook e

- N A P ) . =y n -

Qe - O - (=] B €0 JOsowen Sormons @ (3~ JEL 3

sudivess [ @) wepa 71827 12 B s ™
NETWORK MANAGEMENT CARD FOR UPS

UPS Menitoring » UPS Identification el

UPS Status

urs
UPS Mode:

UPS ksmmCation

nagement Card
UPS Battery Tast

UPS Baftary Test Schedile
SHMP TRAP Receiers
UPS Contigur ation

UPS Control

UPS Shundaan

Stundown Schedule

0015
0020857 10.18

Settings
aC System
Retoot System
Date ana Time
Ermail Hotification
Firtwars Upload
Fite Managemsit

Logs
UPS Log
Event Log
System Log

< >

&) oone

& Loca ranet

3.5-1
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